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ABSTRACT

As smart TVs have recently emerged as the center of the IoT ecosystem, their importance is increasing. If a vulnerability
occurs within a smart TV, there is a possibility that it will cause financial damage, not just in terms of privacy invasion
and personal information leakage due to sniffing and theft. Therefore, in this paper, to enhance the completeness of smart
TV vulnerability analysis, STRIDE threat classification are used to systematically identify threats. In addition, through the
manufacture of the Attack Tree and the actual vulnerability analysis, the effectiveness of the checklist was verified and
security requirements were derived for the safe smart TV use environment.
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Fig. 1. Threat Modeling Procedure
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Table 2. Attack Library: CVE

Table 4. Data Flow Diagram Component

CVE DFD Component
CVE Number Abstract Ref Element Description Shape
CVE-2019-5784 Heap Corruption (23] External Entity
Execute arbitrary Extel'fnal generates inputs of fz:;v‘;\a\
CVE-2019-5782 code inside a (24) Entity data and consume 2
sandbox outputs
Remote Attacker Data stltat Stores g?ore Data
to perform . ata temporarily or Store
CVE-2019-5755 orbitrory (25) Store permanently
read/write Process get inputs
Process of data and
Remote Code
CVE-2019-9871 Execution (26) generates outputs
CVE-2018-16065 | Use After Free | (27) Data Flow indicates
Data movement of data
CVE-2018-6143 Out of Bound (28] o between the —
An integer external entity, data
CVE-2018-6062 Overflow on 32-bit | (29] store and process
systems Trust Trust Boundary j==——
CVE-2018-6065 Integer Overflow (30] Boundar indicates changes of ot
v privilege levels ===
Table 3. Attack Library: Conference
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Table 5. MS Tool Threat Derivation Results

MS Tool Threat Derivation Results
. .. Information Denial of Elevation of
STRIDE Spoofing Tampering Repudiation Disclosure Service T . Total
Number 70 84 47 64 49 65 379
Table 6. Additional Threat Derivation Results
MS Tool Threat Derivation Results
. .. Information Denial of Elevation of
STRIDE Spoofing Tampering Repudiation Disclosure Service Tl Total
Number 4 10 2 11 5 9 41
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Table 7. Additional Threat Derivation
Additional Threat Derivation
DFD Name Detail Threat STRIDE
The threat that intercepts and steals passwords through T I
sniffing
The threat that obtains command permissions through
. . T2 T
firmware modulation
The threat that damages IoT Device systems due to
.. AR T3 D
malicious code distribution
The threat that modulates frame buffer through buffer T4 T
overflow
The threat that caused by Denial of Service attack T5 D
E2 Smart TV The threat that malicious code is installed through USB 6 DE
driver ’
The threat that is likely to cause a general-purpose user to ™ B
attempt to increase authority through race condition
The threat that can see TV’s directory and run file by T8 T
malcious code
The threat that might occur if log history is cleared and
. T9 R
denied
The threat that could result in SSL/TLS spoofing through T10 q
MiTM Attack
The threat that arises from controlling device through
. i T11 S
E3 Bluetooth Device | Bluetooth spoofing vulnerability
The threat that caused by Denial of Service attack T12 D
Threats that could use unmanaged open ports as attack T13 B
vectors
o AWS Server The threat that acquires administrator account permissions T14 B
through remote access
The threat that caused by server information leakage with T15 1
sniffing
Threats that could use unmanaged open ports as attack T16 B
vectors
Payment The threat that acquires administrator account permissions
E5 T17 E
Server through remote access
The threat that caused by server information leakage with T18 1
sniffing
The threat that unauthorized attackers attempt to bypass T19 g
Application authentication through MiTM attack
E6 Smart Phone The threat that intercepts and steals passwords through 20 1
sniffing
The threat that the attacker denies access and connection T21 R
The threat that acquires administrator account permissions
T22 E
through remote access
AWS e 1t
BT Authentication The _threat that caused by server corruption because of T93 D
physical damage
Server
The threat that non-authorized DB access by vulnerable T94 1
access control
P2 Voice Control The threat that arises from eavesdropping T25 1
P3 Remote Control The threat tk_lat arises _f?”om controlling TV through 96 R
Bluetooth spoofing vulnerability
P4 Motion Control The threat that caused by camera function T27 I
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Additional Threat Derivation
DFD Name Detail Threat STRIDE
P5 Control The threat that arises from controlling device T28 T
The threat that intercepts and steals passwords through
sniffing 29 !
P6 Login
The threat that visualizes personal information through
plain text transmission T30 !
P7 Display ;I)‘i)eadtcl;iizt that arises from the transmission of pirated T31 1
120 App The threat caused by malicious Application upload T32 T
P11 App Update The threat that arises from updating modulated App T33 T.E
P12 App Install E;Tic‘g(})ﬁza;uoc‘;:at arises from installing Apps that execute T34 TE
P14 Firmware Update | The threat that arises from updating modulated firmware T35 T
P17 Enroll Payment Thg threat that . Vi'sualizes payment information through T36 I
Information plain text transmission
P20 CAPH The threat that arises because not use a sandbox T37 T
P21 A{\J/[palrilcaagteizn The threat that arises because not use a sandbox T38 T
Table 8. Attack Tree
Attack Tree Threats
1 Application
OR 1.1 Unauthorized Application Executable
OR 1.1.1 | Information Leakage T15, T18
OR 1.1.2 | Denial of Service T32
OR 1.2 Unauthorized Accessibility
OR 1.2.1 | API Vulnerability T33
OR 1.2.2 Install Malicious Application T32
OR 1.2.3 Modulate Existing Application T32
OR 1.2.4 Permission Intrusion Between Applications T21
OR 1.3 Use of Vulnerable Software
OR 1.3.1 | Execute Malicious Script T3, T, T8, T34
2 Network
OR 2.1 Packet Manipulation
OR 2.1.1 | Network Packet Spoofing T1, T9, T11, T26, T29, T30, T31
OR 2.1.2 | MiTM T10, T19, T20, T25, T29, T30, T31
OR 2.2 Packet Analysis
2.2.1 | Download Paid Video by Free T30, T31
2.2.2 | Information Leakage T36
OR 2.3 Denial of Service Attack T5, T12
8 System
OR 3.1 Shell Acquisition
OR 3.1.1 | 1-Day Attack T2, T4, T7, T14, T17, T22, T24
OR 3,2,2 | Escaping Container T2
OR 3.2 Modified Firmware Updates
OR 3.2.1 | Modify Firmware using USB T35
OR 3.2.2 | Modify Firmware Supported by Web T35
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Attack Tree Threats
OR 3.3 Unauthorized Video Transmission
OR 3.4 Firmware Acquisition
4 Hardware
OR 4.1 Physical Interface
OR 4.1.1 eMMC Data Extraction T23
OR 4.1.2 | JTAG T13, T16
OR 4.1.3 | UART T13, T16
OR 4.1.4 | RS232 Port T13, T16
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Scenario Overview

Does not pay due price for
playing and downloading paid
content on Smart TVs
through MiTM attacks.

Smart TV Network

Attack Step

Users pay to play the paid
content of Smart TV.

Upon payment, the attacker
checks the paid content
transmission packet and
payment member information
packet.

An attacker can acquire paid
contents through paid
contents transmission packet
and obtain payment
informations and personal
informations through a
payment member information
packet.

In addition to being able to
access paid content URLs and
directly download and
distribute files, an attacker
could potentially exploit
acquired payment information
and personal information for
secondary crimes such as

= b Adeles ohew 2, 4
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Purpose
Table 9. Information Leakage Target
Scenario Overview
Acquire and analyze key files Preparation
Purpose in a smart TV to understand
the structure of a smart TV
Target Smart TV Firmware )
Attack Step Invasion
Insert the malicious code that
could cause the Information
Preparation | Leakage into the application
and register it in the App
Store. .
ore Security
Users install malicious Issue
Invasion applications and run them on
smart TVs.
Directories and binaries, shell
Securit scripts, DBs, configuration
Issuey files on the TV are sent to
the attacker’s server as soon
as the app is run.
This allows an attacker to End
obtain information for other
End attacks on smart TVs and
also user information from DB
and configuration files.

fraud and gambling.
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Table 11. Third party application

Scenario Overview

Personal Information Leakage
Smart TV Network
Attack Step

Use the third party
application installed on smart
TV that requires a network
such as logging in, paying,
etc.

On smart TVs, through
routers, attackers obtain data
sent to third party Vendor
Server using MiTM attacks.

If the third party
application’s network method
does not use the TLS
protocol, which is a security
protocol, there is a problem
in which packets are sent in
plain text.

Purpose

Target

Preparation

Invasion

Security
Issue

Attackers can use Third Party
Application to obtain
customer’s personal
information without directly
invading Smart TVs.

End
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Table 12. Malicious Application

Scenario Overview

Personal Information Leakage
Smart TV Network
Attack Step

Insert a malicious code into
the .NET application and
register it in the App Store.

An attacker will be able to
acquire a shell while the user
installs a malicious application
and runs it on a smart TV.

Purpose

Target

Preparation

Invasion

Attackers can gain control of
the TV by increasing their
authority through additional
attacks, such as LPE, after
obtaining the shell.

Security
Issue

An attacker may upload a Key
Logging program to obtain
user keyboard input values or
to obtain user voice data,
causing damage to personal
information leakage and theft.

End
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Table 13. Validate Checklist Effectiveness

NO Checklist Verification Total Number of Items Vulnerable Number of Verification Rate
Item Items
1 Application 5 2 40%
2 Network 7 3 43%
3 System 10 4 40%
4 Hardware 4 1 25%
Table 14. Checklist for Vulnerability Analysis
Checklist
Classification Check Item Detail
Unauthorized Application Information Leakage Vulnerability by unauthorized application
Executable DoS Attack Depleting Storage Space through File Generation
API Vulnerability that allows execution permission on
decompression
Application Unauthorized Accessibility Acquire Sh?u by mall(‘:lou's application
Install Malicious Application
Modulate the Existing Application
Permission Intrusion between Applications
Use of Vulnerable Software Execute Malicious Script by using well known vulnerable
software
Network Packet Spoofing Attacks for Manipulating System
Packet Manipulation Data
MiTM Attack Using SSL/TLS Certificate Manipulation
. Download Paid Video by free
Gt Packet Analysis Leaking User Information by plaintext trasmission
Denial of Service Attack DoS Attacks by transferring a large amount of network
packets
Use of Vulnerable Port RCE by opening a vulnerable port
Shell Acquisition 1-Day Attack through existing CVE
Shell Acquisition through escaping container
Modified Firmware Updates Force update using modified firmware
System Unauthorlz'ed_\/ldeo Showing Pirate broadcasting
Transmission
Firmware Acquisition Firmware Modulation with USB
Modulating Using Firmware Update Supported by Web
Command Injection Command Injection by setting the name of TV
Check Data in Debug, UART, Logic, FANET mode of RS232
Hardware Use of Vulnerable Interface | Port _ ‘
Shell Acquisition Using JTAG, UART Port
Data Extract eMMC Data Extraction
o] Hekd M7 AFAES wEFc} &), ~utE TV U] sf=ge] ¥ sxEge] T4
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Table 15. Smart TV Security Requirements

Checklist
Category Surface Detail
Set up the permission of application in order to prevent being read the
public key file from others to avoid the Information Leakage
. L vulnerability.
UnauthErlzed Aliphcatlon To prevent Information Leakage vulnerability, add authentication to
xecutable security setting entry.
Application Manage separately both API permissions and internal permission of
Smart TV.
Unauthorized Accessibility | OS should offer safe APIs to prevent exposure of key information.
Use of Vulnerable By using the tool which inspect inside of Smart TV, the device check
Software 1nst'al'lat10n an'd e}}ecutlng of programs and should prevent execution of
malicious application.
When attacker attempt to authenticate using forged certificate,
Packet Manipulation application or service should close network connection by SSL pinning.
The functions have to be provided which protect the credential such as
key, certifications.
Packet Analysis The user information outflow and illegal download'of paid image
Network should be prevented through the SSL/TLS encryption.
DoS Attack is prevented through various access control such as
Denial of Service Attack unnecessary port deactivation, initial authentication information
change, etc.
Use of Vulnerable Port Device shguld not provide services that has already known
vulnerability to open port.
External inputs should not be used as system instructions without
validation.
The instrument authentication management procedure should be
Shell Acquisition implemented in order to prevent the illegal use.
To prevent the memory operation, the memory protection technique
should be applied to binary file.
It is necessary to devide space by container so that shell acquired
inside of container cannot affect the Smart TV.
System Modified Firmware The integrity verification technology for the firmware must be applied
Updates so that the modified firmware file cannot be widely distributed.
Unauthorized Video To prevent unauthorized video transmission, OS should manage display
Transmission service using another permission.
Firmware Acquisition Firmwgre ﬁle for customelf support. should be _encrypted to make
analysis difficult, and avoid revealing encryption keys.
Command Injection The text VS./h'iCh can be edited by user must be encoded to prevent
command injection.
Internal debugging ports such as JTAG,UART RS232 port, etc. should
Physical Interface be physically removed or deactivated to prevent information retrieval
Hardware through firmware extraction and file system analysis.
Data Extract Data which is in storggy such as eMMC, Fllash Memory, etc. must be
encrypted for prevention of physical extraction.
< & 7ol o]Z 7|uke®  Application, Network,
oo wel ~vtE F AHAE Aodte 7ee ¥ System, Hardware?| 47}#] Z@e] i3t 3 okd
S A%, 20hE TV U Bk FREAL US 44 Pl2ES Ak 98 24 2dYs F)
ol Zloleh. web b TVl W@ s14l cehE TVl djgk mel 13 Askn sl
B £ AN W EQER ool A4 S Aok AL 19 Aok A3 PlamE e
oA 71717F AT ol SEARL S A A AL, 3 HI AvE TV A 84S TRl
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